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�u]-mb�-1f-� ��b1�;ॉķࣀ h|ॕu;�l-f.�ro7movbࣀ� �7oѴmoঋࣀ�ou]-mb�-1fb� b� v|u�h|�u�r-ॉv|�o��1_�7o� vh�|;1�m;f�
o1_uom��ru�;7�-|-hb;l���1�0;uru�;v|u�;mb�v|-j-�vb<�homb;1�m�l�;Ѵ;l;m|;l�7�b-j-ॉ�m-�u�;1��roru-���0;�Ŋ
rb;1�;ॉv|�-ĺ��u]-mb�-|ou���1�hѴࣀ���b1�;ॉ���0;uŊ�*�Ť��oѴvh-�rom-7�rb<ࣀ�Ѵ-|�|;l���7;1�7o�-Ѵbķ�0����vroŊ
vॕ0�-h|��m��u;-Ѵb�o�-ࣀ�|-hb;��-7-mb;ĺ��;�roঋu;7mb.��-1_<|.� b� bmvrbu-1f.�7o�ro7f<1b-�vb<�ou]-mb�-1fb�0�j��
u;hol;m7-1f;���uor;fvhb;f��];m1fb��;�rb;1�;ॉv|�-�"b;1b�b��m=oul-1fb�Ő���"�őķ�h|ॕu;��ov|-j��ru��]o|o�-m;�
ro�ru�;ruo�-7�;mbࣀ���b1�;ॉ���0;u���uor;�ƑƏƐƏķ�-�m-v|<rmb;�lb-j��hom|�m�-1f<���uoh��ƑƏƐƑķ�ƑƏƐƓ�b�ƑƏƐѵĺ�
)ঋuॕ7���৵;f��vrolmb-m�1_�u;hol;m7-1fb��m-Ѵ-�j��vb<�|-hb;ķ�h|ॕu;��-1_<1-j��7o�ou]-mb�-1fb�ro7o0m�1_ࣀ��bŊ
1�;ॉ�m-�ro�bolb;�hu-fo��lķ�f-h�uॕ�mb;৵�7o�7�b-j-ॉ�m-�u�;1���7�b-jࣀ�����b1�;mb-1_�ŋ�o0oh�ru�;7v|-�b1b;Ѵb�
v;h|ou-�r�0Ѵb1�m;]o�ŋ�ro7lbo|ॕ��u;ru;�;m|�f.1�1_�v;h|ou�ru��-|m�ĺ�	o7-|ho�.�lo|��-1f.�oh-�-j��vb<�
�7-m;�roru�;7mb;�;7�1f;ࣀ��b1�;ॉ���0;uŊ�*�Ť��oѴvh-ĸ���ƑƏƐƑ�uoh����v;h|ou�;�;m;u];|�1�m�lķ���ƑƏƐƒ�
uoh����v;h|ou�;�0-mho��lķ���ƑƏƐƓ�uoh����v;h|ou�;�|;Ѵ;hol�mbh-1�fm�lķ�ou-����ƑƏƐƔ�uoh����v;h|ou�;�
Cm-mvo��lķ���h|ॕu�1_�7o�0-mhॕ��7oj.1��j��uॕ�mb;৵�Cul���0;�rb;1�;mbo�;ĺ
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ƒĺƑ� ��;m;�-ࣀ��b1�;ॉ���0;uŊ�*�Ť��oѴvh-�ƑƏƐƕ��m;u]��
�Ѵ-1h�"_b;Ѵ7

�o�ro��|��m�1_�7oঋ�b-71�;mb-1_���b.�-m�1_ࣀ����b1�;mb-lb���0;uŊ�*�Ť��oѴvh-�ƑƏƐƑ�ŋ�ƑƏƐƔķ���vrovॕ0�
o1���bv|��ro�v|-j-�1_<ࣀ�hom|�m�-1fb�|;f�bmb1f-|���ĺ��o�uॕ1omo�7oࣀ��b1�;ॉ�7Ѵ-�v;h|ou-�;m;u];|�1�m;]oķ�ro�
u-��rb;u�v����ou]-mb�o�-m�1_���uoh��ƑƏƐƑĺ

�u��1_�Ѵm;��vr-u1b;ࣀ��b1�;ॉ�ru�;���vrॕjou]-mb�-|ou-�ŋ�vrॕjh<��oѴvhb;�"b;1b��m;u];|�1�m;�"ĺ�ĺķ�ou-��ru�;��
ro7lbo|��r�0Ѵb1�m;ķ�|-hb;�f-h�!�.7o�;��;m|u�l��;�rb;1�;ॉv|�-ķ�ru���f;7mo1�;vm�l��-bm|;u;vo�-mb��ou]-Ŋ
mb�-1fb��1�;v|mb1|�;l���|�l�ru�;7vb<��b<1b��vru-�bjoķ�৵;�rol�vj�ou]-mb�-1fbࣀ��b1�;ॉ�lॕ]j�0ࣀ���u;-Ѵb�o�-m�ĺ

ƒĺƒ� �u]-mb�-|ou��
�u]-mb�-|ou;lࣀ��b1�;ॉ����ƐƕŊ��"�0�j-�
�m7-1f-��;�rb;1�m-���0;uru�;v|u�;ॉĺ�)vrॕjou]-mb�-|ou;l�b�f;7Ŋ
mo1�;ঋmb;��1�;v|mbhb;lࣀ��b1�;ॉ�0�j���oѴvhb;�"b;1b��Ѵ;h|uo;m;u];|�1�m;�"ĺ�ĺ

ƒĺƓ� &1�;v|mb1ࣀ���b1�;ॉ
	oࣀ��b1�;ॉ�ru��v|.rbjo�ѵ�hѴ�1�o��1_�ro7lbo|ॕ�ķ�ru�;7v|-�b1b;Ѵb�v;h|ou-�;m;u];|�1�m;]oĺ�)ࣀ��b1�;mb��
-h|��mb;���b<jo��7�b-j�rom-7�ƑƏƏ�ovॕ0ĺ�

�b1�;mb-1_���b<j���7�b-j�m-v|<r�f.1;�ro7lbo|�Ĺࣀ�(

•� �oѴvhb;�"b;1b��Ѵ;h|uo;m;u];|�1�m;�"ĺ�ĺ
•� �u�r-��m;u]-
•� �u�r-��-rb|-jo�-��oѴvh-��u�r-��m;u];|�1�m-�"ĺ�ĺ
•� �u�r-��-rb|-jo�-�$�&!��
•� ��!��"ĺ�ĺ
•� ���b��$�!�����"ĺ�ĺ
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ƒĺƔ� ,;vrॕj�ruof;h|o��
,;vrॕj�ruof;h|o���v|-mo�bѴb�ru�;7v|-�b1b;Ѵ;�
�m7-1fb��;�rb;1�m-���0;uru�;v|u�;ॉ�ou-���v��v|hb1_�ro�oŊ
v|-j�1_�ro7lbo|ॕࣀ���b1�.1�1_ĺ�,;vrॕj�ruof;h|o���lb-j�ru�;7�vo0.��-7-mb-���b.�-m;���ru��]o|o�-mb-lb�
��1�|;u;1_�bv|o|m�1_�o0v�-u-1_�ruof;h|o��1_Ĺ

•� �-7-mb-���b.�-m;�����ru-1o�-mb;l�v1;m-ub�v�-ࣀ��b1�;ॉķ�
•� �-7-mb-���b.�-m;���hom1;r1f.�b�ru�;ruo�-7�;mb;l��-uv|���l;7b-Ѵm;fࣀ��b1�;ॉķ
•� �-7-mb-���b.�-m;���ru��]o|o�-mb;l��-uv|���|;1_mb1�m;fࣀ��b1�;ॉķ���|�l�v�v|;l��u-rou|o�-mb-�ou-��
�b��-Ѵb�-1fb�ru�;0b;]ࣀ���b1�;ॉķ

•� �-7-mb-���b.�-m;���ru��]o|o�-mb;l��-rѴ;1�-�Ѵo]bv|�1�m;]o�7o�ru�;ruo�-7�;mb-ࣀ��b1�;ॉĺ
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Ɠ� ��;Ѵ;ࣀ��b1�;ॉ���0;uŊ�*�Ť�
�oѴvh-�ƑƏƐƕ��m;u]���Ѵ-1h�"_b;Ѵ7

�;Ѵ;l�]jॕ�m�lࣀ��b1�;ॉ�0�jo��0-7-mb;�ou-��7ovhom-Ѵ;mb;��7oѴmoঋ1b�b�ru��]o|o�-mb-�ou]-mb�-1fb�7o�b7;m|�CŊ
h-1fb��-]uo৵;ॉ���o0v�-u�;�0;�rb;1�;ॉv|�-�|;Ѵ;bm=oul-|�1�m;]oķ�o7ro�b;7�b�m-�|;��-]uo৵;mb-�ou-��vh�|;1�m;f�
�vrॕjru-1����u-l-1_�v;h|ou-�;m;u];|�1�m;]oĺ��o�-�1;Ѵ;l�]jॕ�m�l�homb;1�m;�v|-jo�vb<�v=oul�jo�-mb;�
1;Ѵॕ��v�1�;]ॕjo��1_ķ�o0;fl�f.1�1_Ĺ

�ĺ� "ru-�7�;mb;��7oѴmoঋ1b�u;-h1fb�ou]-mb�-1fb�m-�-|-h�|;Ѵ;bm=oul-|�1�m�Ĺ�

•� vru-�7�;mb;�bv|mb;f.1�1_�rѴ-mॕ��b�ruo1;7�u��-u�.7�-mb-ķ�b7;m|�Ch-1f-�ro|u�;0�b1_����r;jmb;mb-ķ�-h|�-ѴbŊ
�-1fb�Ѵ�0�v|�ou�;mb-�mo��1_ķ�

•� vru-�7�;mb;��vrॕjru-1��b�hol�mbh-1fb��;�m.|u��b�m-��;�m.|u��ou]-mb�-1fbĺ

�ĺ� "ru-�7�;mb;��7oѴmoঋ1b�u;-]o�-mb-�ou]-mb�-1fb���ru��r-7h��v�-m|-৵��b�৵.7-mb-�oh�r�ĺ

�ĺ� "ru-�7�;mb;�hol�mbh-1fb��-uॕ�mo�rolb<7���ro7lbo|-lbࣀ��b1�.1�lbķ�f-h�uॕ�mb;৵�ou]-m-lb�-7lbmbŊ
v|u-1fb�r�0Ѵb1�m;f�ou-��bmm�lb�ro7lbo|-lb��;�m<|u�m�lb�o7]u��-m�lbࣀ����b1�;mb-1_Ĺ

•� vru-�7�;mb;ķ�1�����v|<r�f;���lb-m-�bm=oul-1fb�o��-]uo৵;mb-1_�b�1���l-�om-�u;-Ѵm���rj���m-��-u�.7�-mb;�
mblbķ�

•� vru-�7�;mb;�f-hoঋ1b�b�ru��7-|moঋ1b���lb;mb-m�1_�bm=oul-1fb���u;-h1fb�m-��-]uo৵;mb;ķ
•� vru-�7�;mb;�hol�mbh-1fb���ruo7�1;m|-lb�vru�<|��b�oruo]u-lo�-mb-ĺ

	ĺ� "ru-�7�;mb;��7oѴmoঋ1b�hol�mbh-1�fm�1_�ou]-mb�-1fb����-uv|�b;�l;7b-Ѵm;f�����b.�h����bm1�7;m|;lĺ

	o7-|ho�oࣀ��b1�;mb-�0�j��7o0u.�oh-�f.�7o�vru-�7�;mb-ķ�1���v;h|ou�;m;u];|�1�m��ro|u�;0�f;�b���f-h�7�৵�l�
v|ormb�ķ��vrॕѴm�1_�7�b-j-ॉ�hoou7�m-1�fm�1_ĵ��uॕ0-�o7ro�b;7�b�m-�|-h�v=oul�jo�-m;�r�|-mb;��rbv�f;�vb<�
7ovhom-Ѵ;���uo��-৵-mb-�m-�|;l-|�homb;1�moঋ1b�bv|mb;mb-�b��-hu;v��=�mh1fomo�-mb-�|��ĺ���!$Ŋ��v;h|ouo�;]o�
7Ѵ-�;m;u];|�hbĺ

CYBER-EXE POLSKA 2017

ƐƏ ƐƐ



Ɣ� �uo1;v�ou]-mb�-1fbࣀ��b1�;ॉ

ƔĺƐ� 
-�-�b7;m|�Ch-1fb
)�|;f�=-�b;��ov|-j���v|-Ѵom;�ro7v|-�o�;�1;Ѵ;ࣀ��b1�;ॉ�ou-��Ѵbv|-�f;]o��1�;v|mbhॕ�ĺ�)�v=oul�jo�-mb��1;Ѵॕ��
�b1�;mb-1_ķ��b7;m|�Cho�-j��om;�v�1�;]ॕŊࣀ����b1�;ॉ�0-u7�o�rolo1m;�oh-�-j��vb<�ro7lbo|��0bou.1;��7�b-jࣀ
jo�;�o0v�-u�ķ�h|ॕu;�1_1b-j��vru-�7�bࣀ�ru��v|<r�f.1�7oࣀ��b1�;ॉĺ�)v��v|ho�|o���m-|�u-Ѵm��vrovॕ0�rolo]jo�
���m-1ࣀ���u-l��b��-hu;v�|;l-|�1�m�����ƐƕŊ��"ĺ�
-�-�|-�o0;flo�-j-�uॕ�mb;৵�ohu;ঋѴ;mb;�ru��0Ѵb৵om;]o�
o0v�-u��|;l-|�1�m;]oࣀ��b1�;ॉķ�1��Ѵb�olॕ�b;mb;��v|<rm�1_��-jo৵;ॉ�v1;m-ub�v�-ĺ

ƔĺƑ� 
-�-��Ѵ-mo�-mb-
)�|u-h1b;�=-���rѴ-mo�-mb-�7ohj-7mb;�ohu;ঋѴomo�o0v�-u�|;l-|�1�mࣀ���b1�;ॉķ�h|ॕu��m-v|<rmb;��ov|-j�orbv-m��
v�1�;]ॕjo�o���rov|-1b�v1;m-ub�v�-ĺ�)�|;f�=-�b;��ov|-j���0u-m��ru�;���1�;v|mbhॕ��ov|-|;1�m��lo7;Ѵ�ru�;ruoŊ
�-7�;mb-ࣀ��b1�;ॉ�b�Ѵbv|-��1�;v|mb1�.1�1_��;�m<|u�mb;�holॕu;h�ou]-mb�-1�fm�1_�b�v|-mo�bvhĺ��-u7�o��-৵m�l�
;Ѵ;l;m|;l�=-���rѴ-mo�-mb-�0�jo��v|-Ѵ;mb;�ou]-mb�-1�fm�1_�b�|;1_mb1�m�1_��-v-7�ru�;ruo�-7�;mb-ࣀ��b1�;ॉķ�
��|�l�ru��7�b;Ѵ;mb-�uॕѴ���b.�-m�1_����-u�.7�-mb;lࣀ��b1�;mb-lb�ou-��oru-1o�-mb;�bmv|u�h1fbࣀ��b1�;ॉĺ�)-u|o�
�vrolmb;ࣀķ�৵;��1�;v|mb1��lb;Ѵb�7o�oѴmoঋ�����0ࣀou�;�lo7;Ѵ��ru�;ruo�-7�;mb-ࣀ��b1�;ॉ��;�m.|u��v�ob1_�
ou]-mb�-1fbĺ��u��f<|��lo7;Ѵ�0�j�homv�Ѵ|o�-m����ou]-mb�-|ou;lࣀ��b1�;ॉ�|-hķ�-0��lॕ]j�0ࣀ��vru-�mb;��j.1�om��
��o]ॕѴm��lo7;Ѵ�ou]-mb�-1fbࣀ��b1�;ॉ����ƐƕŊ��"ĺ

Ɣĺƒ� 
-�-�ru�;ruo�-7�;mb-ࣀ��b1�;ॉ
)�|u-h1b;�|;f�=-���ru�;ruo�-7�omo��-v-7mb1�;ࣀ��b1�;mb-ĺݫ��b1�;mb-�0�j��roru�;7�om;�ruॕ0.�];m;u-Ѵm.�
Ő|��ĺ�7u��u�mőķ�ro71�-v�h|ॕu;f�7ohom-mo�vru-�7�;mb-�hѴ�1�o��1_�;Ѵ;l;m|ॕ��ou]-mb�-1�fm�1_�ou-��v1;m-Ŋ
ub�v�-ࣀ��b1�;ॉķ�7ohom�f.1�ov|-|mb1_�hou;h|ķ�-�ru�;7;��v��v|hbl�ru��]o|o��f.1�ov|-|;1�mb;�ou]-mb�-1f;�7o�
�1�;v|mb1|�-ࣀ����b1�;mb-1_ĺ��u�;|;v|o�-mo�uॕ�mb;৵�uo��b.�-mb-�|;1_mb1�m;ķ�h|ॕu;�rovj�৵�j��7o�ru�;ruoŊ
�-7�;mb-ࣀ��b1�;ॉ�ŋ�ru�;7;��v��v|hbl�v�v|;l��-u�.7�-mb-��7-u�;mb-lb�Ő-m]ĺ�bmf;1|vő�ŋ��*�$��Ő|_;���*;u1bv;�
;�;m|��mf;1ঞom�$�oѴhb|őƐĺ�)�|u-h1b;�ruॕ0��Ł7u��u�mĿ��v��v|hb;�ovo0���--m]-৵o�-m;���ru��]o|o�-mb;ࣀ��bŊ
1�;ॉ��-v�l�Ѵo�-j��f;]o�ru�;0b;]ķ�o7]u��-f.1��;7j�]�v�of;f�m-fѴ;rv�;f��b;7���ro|;m1f-Ѵm;��-1_o�-mb-�
rov�1�;]ॕѴm�1_�ovॕ0�b�holॕu;h�ou]-mb�-1�fm�1_ķ�h|ॕu�1_��1�;v|mb1|�o�0�jo�ru�;�b7�b-m;ࣀ����b1�;mb�ĺ�
)mbovhb���1b.]mb<|;���ruॕ0��];m;u-Ѵm;f�lb-j��bv|o|m���rj���m-�ov|-|;1�m��hv�|-j|ࣀ��b1�;mb-ĺ

Ɛ� _�rvĹņņ;1ĺ;�uor-ĺ;�ņfu1ņ;mņv1b;mঞC1Ŋ|ooѴņ;�b|oŊ;�;u1bv;Ŋ;�;m|Ŋbmf;1ঞomŊ|ooѴhb|
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ro7v|-�.�7o�oru-1o�-mb-��mbovhॕ��b���mbh-f.1�1_���mb1_�u;hol;m7-1fbĺ��ruॕ1��-mhb;|���ou]-mb�o�-mo�
vro|h-mb;�ro7v�lo��f.1;ķ���h|ॕu;]o�|u-h1b;�ru�;7�vh�|o�-m;��ov|-j���v��v|hb;��]j-v�-m;�ru�;���1�;v|Ŋ
mbhॕ��ou-��ruoromo�-m;�ru�;��ou]-mb�-|ouॕ���mbovhbĺ��-|;ub-j�7o|�1�.1��vrou�.7�;mb-�u-rou|��hoॉ1oŊ
�;]o��ov|-j�ru��]o|o�-m��ru�;7;��v��v|hbl�ru�;��ou]-mb�-|ou-ĺ�,ov|-j�om�uॕ�mb;৵����r;jmbom��o��mbovhb�
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Cul�v;h|ou-�;m;u];|�1�m;]oĺ�"1;m-ub�vࣀ���b1�;ॉ��ov|-j�or-u|��m-�-h|�-Ѵm�1_�b�ru�;�b7��-m�1_�|u;m7-1_�
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,-jo৵omoķ�৵;�1_-u-h|;u��7-u�;ॉ�ro�bmb;m�7o|�1�1ࣀ��-j;]o�v;h|ou-�ou-��7oruo�-7�b�7ࣀo�ro�-৵m;f�v�|�-1fb�
hu���vo�;f���ou]-mb�-1f-1_ķ�m-�h|ॕu.�mb;�l-�]o|o��1_�v�1�;]ॕjo��1_�rѴ-mॕ��rov|<ro�-mb-ĺ�)�hu;o�-m-�
��v1;m-ub�v���v�|�-1f-���l-]-j-�o7��1�;v|mbhॕ��ro7;flo�-mb-�v��0hb1_�7;1��fb�ou-���lb;f<|moঋ1b�|u-=m;f�
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|;1_mb1�m;]o�0�jo�ru��]o|o�-mb;�|;1_mb1�m;�b�Ѵo]bv|�1�m;ࣀ��b1�;ॉĺ�)�v�1�;]ॕѴmoঋ1b��;vrॕj�|;1_mb1�m��0�j�
o7ro�b;7�b-Ѵm���-Ĺ

•� �|u��l-mb;�v�v|;l���*�$��vj�৵.1;]o�7o�hol�mbh-1fb���|u-h1b;ࣀ��b1�;ॉķ
•� �|u��l-mb;�v�v|;l��l-bѴo��1_�vhu��m;h�hom|-h|o��1_�vj�৵.1�1_�7o�hol�mbh-1fb���|u-h1b;ࣀ��b1�;ॉķ
•� ou]-mb�-1f-�Ѵo]bv|�1�m-ࣀ��b1�;ॉ�Őru��]o|o�-mb;�v-Ѵb�b��u�.7�;ॉ�homb;1�m�1_�7o�b1_�ru�;ruo�-7�;mb-őķ
•� ru��]o|o�-mb;�b�o0vj�]-�v�v|;l���b��-Ѵb�-1fb����ƐƕŊ��"ķ
•� v|-j-��vrॕjru-1-���lo7;u-|ou;l�]jॕ�m�l�b�;�-Ѵ�-|ou;l����ƐƕŊ��"ķ���1;Ѵ��ru;�;m|o�-mb-���v�v|;lb;�
�b��-Ѵb�-1fb�0b;৵.1;]o�ru�;0b;]ࣀ���b1�;ॉ�7Ѵ-�rov�1�;]ॕѴm�1_�ou]-mb�-1fbķ

•� o7mo|o�-mb;�v�1�;]ॕjॕ��7o|�1�.1�1_�ru�;0b;]ࣀ���b1�;ॉķ�|fĺ�1�-vॕ����v|.rb;mb-�rov�1�;]ॕѴm�1_��7-Ŋ
u�;ॉ�u;ru;�;m|o�-m�1_���v�v|;lb;��b��-Ѵb�-1fb����ƐƕŊ��"ķ

•� �vr-u1b;�lo7;u-|ou-���ru��]o|o�-mb��|;1_mb1�m�1_�v�1�;]ॕjॕ���ruo�-7�;ॉ�v1;m-ub�v�-�b�;�;m|�-Ѵmb;�
o7ro�b;7�b��;�m<|u�m�1_�v�v|;lॕ��|;Ѵ;bm=oul-|�1�m�1_ķ

•� �vr-u1b;�7Ѵ-��;vroj��l;7b-Ѵm;]o�ru���|;1_mb1�m�l��|u��l-mb��v�v|;l����"���Ƒ.

ƕĺƑĺƔ� ,;vrॕj�l;7b-Ѵm�
,;vrॕj�l;7b-Ѵm��vhj-7-j�vb<���ru�;7v|-�b1b;Ѵb�
�m7-1fb��;�rb;1�m-���0;uru�;v|u�;ॉĺ���j�om�o7ro�b;7�b-Ѵm���-Ĺ

•� ru��]o|o�-mb;�hol�mbh-|ॕ��l;7b-Ѵm�1_���b.�-m�1_��;�v1;m-ub�v�;lࣀ��b1�;ॉ����ƐƕŊ��"ķ
•� �vrॕjru-1<���lo7;u-|ou;l�]jॕ�m�l���1;Ѵ��r�0Ѵbho�-mb-�hol�mbh-|ॕ��l;7b-Ѵm�1_���v�v|;lb;���"���ķ�
�]o7mb;���ru�;0b;]b;l��7-u�;ॉķ

•� u;-]o�-mb;�m-�hol�mbh-|��r�0Ѵbho�-m;�ru�;��vj�৵0���!�ou]-mb�-1fb�0bou.1�1_��7�b-jࣀ����b1�;mb-1_ķ�
roru�;��o7ro�b;7mb;�r�0Ѵbh-1f;�ou-��0;�roঋu;7mb;�hom|-h|����|�lb�vj�৵0-lbĺ

ƕĺƑĺѵ��o7;u-|ou���ou]-mb�-1�fmb
�o7;u-|ou-lb�ou]-mb�-1�fm�lb�0�j��ovo0�����m-1�om;�7o�|;f�=�mh1fb�ru�;��rov�1�;]ॕѴm;�ou]-mb�-1f;�0bou.1;�
�7�b-jࣀ����b1�;mb-1_����ƐƕŊ��"ĺ��vo0b;�lo7;u-|ou-�ou]-mb�-1�fm;]o�ru��rbv-m-�0�j-Ĺ

•� hoou7�m-1f-ࣀ��b1�;ॉ����ƐƕŊ��"���7-m;f�ou]-mb�-1fbķ�-���v�1�;]ॕѴmoঋ1bĹ
•� ru�;h-���-mb;��ruo�-7�;ॉ�ŐhoѴ;fm�1_��7-u�;ॉő��;�v1;m-ub�v�-ࣀ��b1�;ॉķ��u�1_-lb-m�1_�ru�;��lo7;Ŋ
u-|ou-�]jॕ�m;]oķ

•� v�l�Ѵo�-mb;�7�b-j-mb-��;�m<|u�m�1_�v�v|;lॕ��|;Ѵ;bm=oul-|�1�m�1_�7-m;f�ou]-mb�-1fb���or-u1b��
o��1�;ঋmb;f�ru��]o|o�-m;��-jo৵;mb-�hol�mbh-|ॕ��|;1_mb1�m�1_ķ

Ƒ� �"�v|;l���"����f;v|�rѴ-�oul.�m-Ѵ;৵.1.�7o�!�.7o�;]o��;m|u�l��;�rb;1�;ॉv|�-ĺĺ
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•� lomb|ouo�-mb;�ru�;0b;]ࣀ���b1�;ॉ���7-m;f�ou]-mb�-1fb�ou-��u;-h1f-�m-�;�;m|�-Ѵm;��-hjॕ1;mb-�f;]o�
ru�;0b;]�ķ

•� ru�;h-���-mb;�bm=oul-1fb�o�ru�;0b;]ࣀ���b1�;ॉ���7-m;f�ou]-mb�-1fb���or-u1b��o��v|-Ѵom���-hu;v�bm=ouŊ
l-1fbķ��vrॕjru-1-���lo7;u-|ou;l�]jॕ�m�l�ou-��;�-Ѵ�-|ou;lࣀ��b1�;ॉ����ƐƕŊ��"ĺ

ƕĺƑĺƕ� "j�৵0����0Ѵb1�!;Ѵ-ঞomv
"j�৵0����0Ѵb1�!;Ѵ-ঞomv�Ő7-Ѵ;fĹ��!ő�|o�hoou7�m-|ou����!����m-1�;mb���ou]-mb�-1f-1_��1�;v|mb1�.1�1_ࣀ����bŊ
1�;mb-1_����ƐƕŊ��"ķ�7o��-r;�mb;mb-�o0vj�]b��-uv|���l;7b-Ѵm;f�7-m;f�ou]-mb�-1fbĺ�"j�৵0���!���u;-Ѵb�-1fb�
v�ob1_��-7-ॉ�hou��v|-j����7ov|<r��7o�v�v|;l����"���ķ�1o��-r;�mb-joķ�৵;�bm=oul-1f-�o�homv;h�;m1f-1_�
�7-u�;mb-1_ķ�h|ॕu;���v|.rbj����|u-h1b;ࣀ��b1�;ॉķ�0<7.�7o1b;u-j��7o�mb1_�mb;�-Ѵ;৵mb;�o7�bm=oul-1fbķ�h|ॕu;�
ru�;h-���-Ѵb� bl�lo7;u-|ou���ou]-mb�-1�fmb�ou-ࣀ���b1�.1���� b1_�ou]-mb�-1f-1_ĺ�	�b<hb� |;l�ķ�"j�৵0���!�
��rov�1�;]ॕѴm�1_�ou]-mb�-1f-1_�lo]j��l-|;ub-Ѵb�o�-ࣀ�v�of;�7;1��f;��-uॕ�mo�roru�;��r�0Ѵbh-1f;��j-vm;�
��v�v|;lb;���"���ķ�0<7.1;�v�l�Ѵ-1f.� b1_��-1_o�-ॉ�m-��;�m.|u��ou]-mb�-1fbķ� f-h�uॕ�mb;৵�ru�;h-���-ࣀ�
bm=oul-1f;�o�v�ob1_�7;1��f-1_�7o�bmm�1_��1�;v|mbhॕࣀ���b1�;ॉ�ou-���j-vm�1_�lo7;u-|ouॕ��ou]-mb�-1�fm�1_ĺ

ƕĺƑĺѶ� ,;vroj����!$
,��-jo৵;mb-ࣀ��b1�;ॉ����ƐƕŊ��"ķ�h-৵7-�ou]-mb�-1f-�0bou.1-��7�b-jࣀ����b1�;mb��rovb-7-����m-1�om���;�m.|u��
ou]-mb�-1fb��;vrॕj���!$�m-�ro|u�;0ࣀ���b1�;ॉĺ�!oѴ<�|<�lo]j��o7]u��-ࣀ�bmm;�holॕuhb�ou]-mb�-1�fm;ķ�o7roŊ
�b-7-f.1;��-�0;�rb;1�;ॉv|�o�|;Ѵ;bm=oul-|�1�m;�ou]-mb�-1fb�Ő��v�1�;]ॕѴmoঋ1b��-�u;-]o�-mb;�m-�bm1�7;m|�őķ�
h|ॕu;�mb;�v.�=oul-Ѵmb;��;vroj-lb���!$ĺ

ƕĺƑĺƖ� ��b1�.1ݫ
�_�b1�.1�lb�0�Ѵb�ru�;7v|-�b1b;Ѵ;����m-1�om�1_�holॕu;h�ou]-mb�-1�fm�1_�Ѵ�0�ru-1o�mb1��rov�1�;]ॕѴm�1ݫ
ou]-mb�-1fb�|�ou�.1���;vroj����!$�b��!ķ�h|ॕu����ov|-Ѵb��--m]-৵o�-mb���u;-Ѵb�-1f<�7�b-j-ॉ�ru�;�b7�b-m�1_�
��v1;m-ub�v������ƐƕŊ��"ĺ

ƕĺƑĺƐƏՍ�0v;u�-|ou��
�0v;u�-|ou-lb�0�Ѵb�ru�;7v|-�b1b;Ѵ;�ro7lbo|ॕ����b.�-m�1_���1�0;u0;�rb;1�;ॉv|�;l�b�v;h|ou;l�;m;u];Ŋ
|�1�m�lķ�h|ॕu���o0v;u�o�-Ѵb�ru�;0b;]ࣀ��b1�;ॉĹ

•� �];m1f-��;�rb;1�;ॉv|�-�);�m<|u�m;]o
•� �����"ĺ�ĺ
•� �bmbv|;uv|�o���=u��-1fb
•� !�.7o�;��;m|u�l��;�rb;1�;ॉv|�-
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ƕĺƑĺƐƐՍ�mm;�ro7lbo|�
�mm�lb�ro7lbo|-lb�0�j��ou]-mb�-1f;�mb;0bou.1;�-h|��m;]o��7�b-jࣀ�����b1�;mb-1_ķ�-�h|ॕu;��7-mb;l�7-m;f�
ou]-mb�-1fb�Ѵ�0�ou]-mb�-|ou-ķ�lo]j����b.��7ࣀ�b-j���uo��b.�-mb��ruo0Ѵ;l���-u�vo�-m;]o���v1;m-ub�vࣀ����bŊ
1�;ॉĺ��ol�mbh-1f-���|�lb�ou]-mb�-1f-lb�0�j-�u;-Ѵb�o�-m-����7�b-j;l�lo7;u-|ou-�]jॕ�m;]oࣀ��b1�;ॉķ�h|ॕu;]o�
�-7-mb;l�0�jo�ro7]u��-mb;�Őv�l�Ѵo�-mb;ő�7�b-j-ॉ�|-hb1_�ro7lbo|ॕ�ĺ

�o7lbo|-lb�|�lb�0�j��ru��hj-7o�oĹ

•� 7ov|-�1-�hѴ�1�o�;]o�uo��b.�-mb-ķ�ruo7�1;m|�uo��b.�-mb-�Ő|��ĺ��;m7ouőķ
•� ��!$ĺ��(ĺ���ŋ�u�.7o����;vrॕj�u;-]o�-mb-�m-�bm1�7;m|��holr�|;uo�;ķ
•� �oѴb1f-
•� v�-m|-৵�v|-ķ
•� bmm;��;vroj���vrb;u-f.1;�7�b-j-Ѵmoঋࣀ�ou]-mb�-1fbķ�mrĺĹ���!$Ŋ��hol;u1�fm;ķ
•� ou]-mb�-1f;�b�ঋuo7o�bvh-��vrॕj7�b-j-f.1;���uo��b.���-mb��bm1�7;m|ॕ��|;Ѵ;bm=oul-|�1�m�1_ĺ

ƕĺƒ� �,-u�.7�-mb;��7-u�;mb-lb�b�hol�mbh-1f-��
��|u-h1b;ࣀ��b1�;ॉ

�b1�;mb-�ru�;0b;]-j���]o7mb;����1�;ঋmb;f�ru��]o|o�-m�l�v1;m-ub�v�;lĺ�,-rѴ-mo�-m;���v1;m-ub�v����7-Ŋݫ
u�;mb-��u-����uo��of;lࣀ��b1�;ॉ�0�j��v�v|;l-|�1�mb;��u�1_-lb-m;�ru�;��hoou7�m-|ou-��-u�.7�-mb-��7-u�;Ŋ
mb-lbķ�����hou��v|-mb;l�m-u�<7�b-��*�$�ĺ

,7-u�;mb-�ru�;�b7�b-m;���v1;m-ub�v���ro7�b;Ѵom;�0�j��m-�7�b;�]u�r�Ĺ�

•� �-v-7mb1�;�ŋ��7-u�;mb-�l-f.1;����oj-ࣀ�ohu;ঋѴom.�u;-h1f<ࣀ��b1�.1�1_ķ�
•� �-u�mho�;�ŋ��7-u�;mb-�ruo1;7�u-Ѵm;��u�1_-lb-m;���v�|�-1fbķ�hb;7ࣀ���b1�.1��mb;�ro7;flo�-Ѵb�v-lb�-h1fbķ�
h|ॕu;�0�j��ru�;�b7�b-m;�Ѵ�0�h|ॕu�1_��u�1_olb;mb;��-Ѵ;৵-jo�o7�u;-h1fb��1�;v|mbh-ĺ�

)�|u-h1b;ࣀ��b1�;ॉ�ru�;�b7�b-moķ�৵;��1�;v|mb1��0<7.���hou��v|��-ࣀ�v|-m7-u7o�;ķ�m-�1o�7�b;ॉ�v|ovo�-m;�
��b1_�ou]-mb�-1f-1_�ঋuo7hb�hol�mbh-1fbĺ
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ƕĺƒĺƐ� ��ol�mbh-1f-�rolb<7���lo7;u-|ou;l�]jॕ�m�l�-�lo7;u-|ou-lb�
ou]-mb�-1�fm�lb

�ol�mbh-1f-�rolb<7���lo7;u-|ou;l�]jॕ�m�l�-�lo7;u-|ou-lb�ou]-mb�-1�fm�lb�ruo�-7�om-�0�j-�7Ѵ-�h-৵7;f�
��ou]-mb�-1fb�o77�b;Ѵmb;ĺ��u��0b;u-j-�om-�m-v|<r�f.1;�=oul�Ĺ


oul-�hol�mbh-1fb �b;u�m;h�hol�mbh-1fb �rbv

)ruo�-7�;mb;�
Ő��-m]ĺ�bmf;1|ő

�o7;u-|ou�]jॕ�m�

�o7;u-|ou�ou]-mb�-1�fm�

�o7v|-�o�-�bm=oul-1f-�7o|�1�.1-��7-u�;ॉ��
ru�;�b7�b-m�1_���v1;m-ub�v��ĺ�"|-mo�bj-�
ro7v|-�<�7o�7-Ѵv�;]o�rov|<ro�-mb-�
lo7;u-|ou-�ou]-mb�-1�fm;]o��o0;1�bmm�1_�
�1�;v|mbhॕࣀ���b1�;ॉ���ou]-mb�-1fbķ�h|ॕu.�
u;ru;�;m|o�-jĺ�	-Ѵv���vrovॕ0�ruo1;7o�-mb-�
�7-u�;mb-�u;-Ѵb�o�-m��0�j�l;|o7-lb�
ru��f<|�lb�ru�;��h-৵7.ࣀ����b1�.1�1_�
ou]-mb�-1fbĺ

�omv�Ѵ|-1f- �o7;u-|ou�]jॕ�m�

�o7;u-|ou�ou]-mb�-1�fm�

�ol�mbh-1f-�l-f.1-�m-�1;Ѵ��uo��b;�-mb;�
�.|rѴb�oঋ1b�7o|�1�.1�1_�ru�;0b;]ࣀ���b1�;ॉ�
b�o7ro�b;7�b�m-�v�1�;]ॕjo�;�r�|-mb-�
7o|�1�.1;�ru�;0b;]ࣀ���b1�;ॉĺ

�ol�mbh-| �o7;u-|ou�ou]-mb�-1�fm�

�o7;u-|ou�]jॕ�m�

�u�;h-���-m����v�|�-1fbķ�hb;7��lo7;u-|ou�
ou]-mb�-1�fm����m-ķ�৵;�homhu;|m-�bm=oul-1f-�
7o|�1�.1-�ru�;0b;]ࣀ���b1�;ॉ���7-m;f�
ou]-mb�-1fb�lo৵;�lb;ࣀ�bv|o|m���rj���
m-�7-Ѵv���ru�;0b;]ࣀ��b1�;ॉķ�-�f;f�ru�;h-�-mb;�
��rov|-1b�u-rou|��lo৵;�m;]-|��mb;��rj�m.ࣀ�
m-�ru�;0b;]ࣀ��b1�;ॉķ�]jॕ�mb;��;���]Ѵ<7��
m-�orॕ৳mb;mb;�ru�;h-�-mb-�|;f�bm=oul-1fbĺ

!-rou| �o7;u-|ou�ou]-mb�-1�fm�

�o7;u-|ou�]jॕ�m�

�o7v|-�o���vrovॕ0�hol�mbh-1fb�rolb<7���
lo7;u-|ou;l�]jॕ�m�l�b�lo7;u-|ou;l�
ou]-mb�-1�fm�lĺ�)�ॕu�u-rou|��v|-mo�bj�
=oul�Ѵ-u��7ov|<rm����v�v|;lb;��*�$�ĺ
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ƕĺƒĺƑ� �ol�mbh-1f-�rolb<7ࣀ����b1�.1�lb�ou]-mb�-1f-lb
)�|u-h1b;ࣀ��b1�;ॉ����ƐƕŊ��"�7or�v�1�-Ѵm-�0�j-�hol�mbh-1f-�rolb<7���ou]-mb�-1f-lbࣀ��b1�.1�lbĺ��;7m-h�
�;���]Ѵ<7��m-��uॕ৵mb1o�-m.�=oul<���hou��v|��-m�1_���rov�1�;]ॕѴm�1_�ru��r-7h-1_�m-u�<7�b�hol�mbh-1fbķ�
�-jo৵omo�lo৵Ѵb�oঋࣀ�|-hb;f�hol�mbh-1fb�|�Ѵho�roru�;��hou��v|-mb;���oC1f-Ѵm�1_�hom|�l-bѴo��1_�ru��]o|o�-Ŋ
m�1_�m-�ro|u�;0ࣀ���b1�;mb-ĺ

�o71�-vࣀ��b1�;ॉ����ƐƕŊ��"���uॕ৵mb-jo�vb<�7�-�ro7v|-�o�;�uo7�-f;�hol�mbh-1fb�rolb<7���ou]-mb�-1f-lb�
b�f;7;m�7o|�1�.1��hom|-h|ॕ����Łbmm�lb�ro7lbo|-lbĿĹ

•� �ol�mbh-1f-��-�roঋu;7mb1|�;l�lo7;u-|ouॕ��ou]-mb�-1�fm�1_ĺ�$;m�lo7;Ѵ�hol�mbh-1fb�7o|�1��j�v�|�Ŋ
-1fbķ���h|ॕu;fࣀ��b1�.1����ou]-mb�-1fb���1_1b-j�vhol�mbho�-ࣀ�vb<ࣀ����b1�.1�l���ou]-mb�-1fb��ĺ�)�|�l�1;Ѵ��
����rov|-1b�l-bѴ-�7o�lo7;u-|ou-�ou]-mb�-1�fm;]oࣀ�b1�.1����ou]-mb�-1fb���ru�;h-���-j�v�of.��b-7oloঋࣀ
ou]-mb�-1fb��ĺ� �m=oul-1f-�|-h-�ro�bmm-��-�b;u-�7ࣀ-m;�7o|�1�.1;�homhu;|m;]o�-7u;v-|-�Őou]-mb�-1f-ķ�
v|-mo�bvho�Ѵ�0�ro7lbo|��;�m.|u��v|u�h|�u��ou]-mb�-1�fm;fő�ou-��|u;ঋࣀ��b-7oloঋ1bĺ��o7;u-|ou�ou]-mbŊ
�-1�fm��ou]-mb�-1fb���ru�;h-���-j�o|u��l-m.�bm=oul-1f<�lo7;u-|ouo�b�ou]-mb�-1�fm;l��ou]-mb�-1fb��ķ�
h|ॕu����hoѴ;b�ru�;h-���-j�f.�-7u;v-|o�b�|fĺࣀ��b1�.1;l����ou]-mb�-1fb��ĺ

!�v�m;h�ƒĺ

�ol�mbh-1f-�rolb<7ࣀ����b1�.1�lb

Moderator
główny

ORG-A ORG-B

Ćwiczący

Moderator 
ORG-A

Moderator 
ORG-B

Ćwiczący
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•� �ol�mbh-1f-�0;��roঋu;7mb1|�-�lo7;u-|ouॕ��ou]-mb�-1�fm�1_ĺ�$;m�lo7;Ѵ�hol�mbh-1fb�7o|�1��j�hom|-hŊ
|ॕ��rolb<7ࣀ����b1�.1�lb���7-m;f�ou]-mb�-1fb�-��;vroj-lb���!$�ou-��"j�৵0-lb��!���bmm;f�ou]-mb�-1fbķ�
-�|-h৵;�hol�mbh-1fb��;vrojॕ����!$�b�"j�৵0��!�rolb<7���vo0.ĺ��ol�mbh-1f-�|-h-�ru�;0b;]-�0;�roঋu;7mbo�
����hou��v|-mb;l�7;7�ho�-m�1_�hom|�ro1�|o��1_�7Ѵ-��;vrojॕ����!$�b�"j�৵0��!���7ol;mb;�1�0;u;�;Ŋ
roѴvh-ĺrѴ�b�mb;���l-]-j-�bm=oulo�-mb-�lo7;u-|ouॕ��ou]-mb�-1�fm�1_ĺ

•� )�|u-h1b;ࣀ��b1�;ॉ�7or�v�1�omo�uॕ�mb;৵�hol�mbh-1f<�rolb<7���ou]-mb�-1f-lbࣀ��b1�.1�lb�-�bmm�lb�ro7Ŋ
lbo|-lb��;�m<|u�m�lbķ�h|ॕu;�mb;�0�j���1�;v|mbh-lbࣀ��b1�;ॉĺ��ol�mbh-1f-�|-h-�o70��-j-�vb<�����hoŊ
u��v|-mb;l�7;7�ho�-m�1_�hom|�ro1�|o��1_���7ol;mb;�1�0;u;�;roѴvh-ĺrѴĺ�)�v�|�-1fbķ�hb;7ࣀ���b1�.1��
��ou]-mb�-1fb���1_1b-j�vhol�mbho�-ࣀ�vb<���ro7lbo|;l�*ķ�|o� bm=oul-1f<�|<�ru�;h-���-j�0;�roঋu;7mbo�
7o�|;]o�ro7lbo|�ķ�hou��v|-f.1���oC1f-Ѵm;]o�hom|-���Ѵbv|��hom|-h|o�;fĺ��m=oul-1f-�|-�ro�bmm-��-�b;u-ࣀ�
7-m;�7o|�1�.1;�homhu;|m;]o�-7u;v-|-�Ő�-��-�ro7lbo|��*ķ�v|-mo�bvho�Ѵ�0�ro7lbo|��;�m.|u��v|u�h|�u��
ou]-mb�-1�fm;főķ� f;ঋѴb�|-h-� f;v|�ro|u�;0-ķ�ou-��|u;ঋࣀ�hol�mbh-|�ĺ��u��hj-7o�oķ�1_1.1�vhom|-h|o�-ࣀ�vb<�
���ol;m7.��jॕ�m.��oѴb1fbķࣀ��b1�.1��hom|-h|o�-j�vb<�l-bѴo�o�����hou��v|-mb;l�v�of;]o�7;7�ho�-m;]o�
hom|-ķ�m-�o7]u��-m;ࣀ����b1�;mb-1_�hom|o�������7ol;mb;�1�0;u;�;roѴvh-ĺrѴĺ

!�v�m;h�Ɠĺ

,-v-7��hol�mbh-1fb�rolb<7���ou]-mb�-1f-lb�Őhol�mbh-1f-�0;��roঋu;7mb1|�-�lo7;u-|ouॕ��
ou]-mb�-1�fm�1_ĺ

Ćwiczący

CERT

Służby PR

ORG-A ORG-B

CERT

Służby PR

ORG-A ORG-B

CERT

Służby PR
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ƕĺƒĺƒ� "�v|;l�hol�mbh-1fb���ou]-mb�-1fb
�u]-mb�-1f;��1�;v|mb1�.1;ࣀ����b1�;mb-1_����ƐƕŊ��"���hou��v|��-j����b1_�|u-h1b;�v|-m7-u7o�;�b�m-�1o�
7�b;ॉ�v|ovo�-m;���ou]-mb�-1f-1_�ঋuo7hb�hol�mbh-1fbĺ

ƕĺƒĺƓ� �Ѵ�1�o�;�7;1��f;�ro7;flo�-m;���|u-h1b;ࣀ��b1�;ॉ
�u]-mb�-|ou�����|u-h1b;ࣀ��b1�;ॉ�lomb|ouo�-Ѵb���v|.rb;mb;�hbѴh���-৵m�1_��7-u�;ॉķ�h|ॕu;���b1_�orbmbb�lo]j��
ঋ�b-71ࣀ���o�ru�;0b;]ࣀ���b1�;ॉ���rov�1�;]ॕѴm�1_�ou]-mb�-1f-1_ĺ�

�omb|ouo�-mo�m-v|<r�f.1;��7-u�;mb-Ĺ

•� ro7f<1b;�7�b-j-ॉ�lbmbl-Ѵb��f.1�1_�vh�|hb�-|-h��		o"ķ
•� robm=oulo�-mb;�ru�;��vj�৵0���!�ou]-mb�-1fb�o���v|.rb;mb��1�0;u-|-h�ķ
•� ruॕ0<�m-�b.�-mb-�hom|-h|����-m-Ѵb|�hb;lķ�rovb-7-f.1�l�bm=oul-1f<�o�l-Ѵ�-u;���lb;u�om�l���v;h|ou�
;m;u];|�1�m�ķ

•� u;-h1f<�vj�৵0��!�m-�or;u-1f;�bm=oul-1�fm;���ru�;v|u�;mb�l;7b-Ѵm;fķ
•� u;-h1f<�ou]-mb�-1fb�m-�ruॕ0<�r_bv_bm]�ķ
•� hol�mbh-1f<����;m7ou;lķ�o7ro�b;7�b-Ѵm�l��-�-�|ol-|�h<�ru�;l�vjo�.ķ
•� -m-Ѵb�<�ruॕ0hb��joঋѴb�;]o�oruo]u-lo�-mb-ķ
•� ro7f<1b;�m;]o1f-1fb���v�-m|-৵�v|.ķ
•� �]jov�;mb;�ru��r-7h��1�0;u-|-h��7o�!��ķ
•� �]jov�;mb;�ru��r-7h��1�0;u-|-h��b�v�-m|-৵��m-��oѴb1f<ĺ

ƕĺƓ� 	oh�l;m|-1f-�b�lomb|oubm]�ru�;0b;]ࣀ���b1�;ॉ
�o7v|-�o�.�=oul<�7oh�l;m|-1fb�b�o0v;u�-1fb�ru�;0b;]ࣀ���b1�;ॉ�v|-mo�bj��u-rou|��v�|�-1�fm;�ou-��lombŊ
|oubm]�hom|-h|ॕ��rolb<7���rov�1�;]ॕѴm�lb�ro7lbo|-lbĺ��o1�.�v���o7�]o7�bm��ƖĹƏƏķ��v��v1��lo7;u-|ou���
ou]-mb�-1�fmb�ru�;h-���-Ѵb�v�of;�u-rou|��v�|�-1�fm;�7o�lo7;u-|ou-�]jॕ�m;]oĺ�,-�b;u-j��om;�lb<7���bmm�lbĹ

•� bm=oul-1f<�o��;�m<|u�m�1_�holॕuh-1_�ou]-mb�-1�fm�1_ķ��1�;v|mb1�.1�1_���u;-]o�-mb��m-�7-m;��7-Ŋ
u�;mb;�b�7�v|u�0�1fb�bm=oul-1fb�o��7-u�;mb�ķ

•� bm=oul-1f;�o]ॕѴm;�o�ro7f<|�1_�7�b-j-mb-1_ķ
•� ru�;�b7��-m��uo��ॕf���7-u�;ॉķ
•� bm=oul-1f<�o���hou��v|-mb���;�m<|u�m�1_�hѴ-v�uo��b.�-ॉ�v�v|;lॕ��|;Ѵ;bm=oul-|�1�m�1_ķ
•� orbv�hol�mbh-1fb�m-��;�m.|u��ou]-mb�-1fbĺ

)�ru��r-7h����0ou��lo7;Ѵ��v�l�Ѵ-1fb�lo7;u-|ou���ou]-mb�-1�fmb�lb;Ѵb��-r;�mbom.�hom|uoѴ<�m-7�ru�;0b;Ŋ
]b;lࣀ��b1�;ॉķ�roru�;��lo৵Ѵb�oঋࣀ�o0v;u�-1fb�1-joঋ1b�hou;vrom7;m1fb���lb;mb-m;f�rolb<7����1�;v|mbh-lbĺ�
�om-7|oķ�����b.�h����lo৵Ѵb�oঋ1b.��৵�1b-���hol�mbh-1fb��;�m<|u�m;f�hol�mbh-1fb�|;Ѵ;=omb1�m;fķ�v�1�;]ॕѴm;�
�m-1�;mb;�lb-jo� bm=oulo�-mb;�lo7;u-|ou-�ou]-mb�-1�fm;]o�o� f;f���hou��v|-mb�ĺ�!o�lo�-�|;Ѵ;=omb1�m-�
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rolb<7����1�;v|mbh-lbࣀ��b1�;ॉ��;�m.|u��ou]-mb�-1fb�0�j-��7oh�l;m|o�-m-�roru�;���b-7oloঋࣀ�;Ŋl-bѴ�7o�
lo7;u-|ou-�ou]-mb�-1�fm;]oĺ�)��b-7oloঋ1b��1�;v|mbh�ro7-�-j�m-v|<r�f.1;�bm=oul-1f;Ĺ

•� 	o�ho]o��ov|-j���hom-m��|;Ѵ;=omķ
•� )�f-hb;f�vru-�b;�Őmrĺ�ru�;h-�-mb;�roѴ;1;mb-ķ�bm=oul-1f-ķ�r�|-mb;ķ�ruoঋ0-�o��vr-u1b;ő�roj.1�;mb;�|;Ѵ;=oŊ
mb1�m;��ov|-jo���hom-m;ĺ

	o7-|ho�oķ�7Ѵ-��o0u-�o�-mb-�ru�;0b;]ࣀ���b1�;ॉķ���|u-h1b;� f;]o�|u�-mb-�ru��]o|o�-mo��b��-Ѵb�-1f<ķ�m-�
h|ॕu;f�0�j��ru;�;m|o�-m;����ruov�1�om;f�=oulb;ķ�u-rou|��v�|�-1�fm;ķ�ru�;h-���-m;�lo7;u-|ouo�b�]jॕ�Ŋ
m;lࣀ���b1�;ॉĺ�

�ol�mbh-1f-� rolb<7��� rov�1�;]ॕѴm�lb� ro7lbo|-lbķ� -� �� v�1�;]ॕѴmoঋ1b� |-� rolb<7��� ��b1�.1�lbࣀ
-� ro7lbo|-lb� -7lbmbv|u-1fb� r�0Ѵb1�m;fķ�lo]j-� �ࣀ�0 o0v;u�o�-m-� 7�b<hb�lomb|oubm]o�b� hou;vrom7;m1fb�
rolb<7��� lo7;u-|ou-lb� u;ru;�;m|�f.1�lb� rov�1�;]ॕѴm;� ou]-mb�-1f;ĺ� "r;1f-Ѵm�� vhu�r|� o7mo|o���-j�
�v��v|hb;�=-h|��roj.1�;ॉ�rolb<7���|�lb�ro7lbo|-lbķ�1o�vh�|ho�-jo�rof-�b;mb;l�vb<�|;f�u;Ѵ-1fb�m-�l-rb;�
�b��-Ѵb�-1fb�roj.1�;ॉĺ


o|ĺ�ѵĹ�"1u;;mv_o|���b-v|�m-��b7;oࣀ��b1�;ॉݫ��b1�;mb;���0;uŊ�*�Ť��oѴvh-�ƑƏƐƕ��_�rvĹņņ�o�|�ĺ0;ņ��tƏ�ѵƐblƒƏ
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!�v�m;h�Ɣĺ

�-r-�u;Ѵ-1fb�rolb<7����1�;v|mbh-lb

ME

AF

CERT-Com

TF-CSIRT

FIRST
PSE

Termika

PGE

Energa

PERN

TAURON

CERT-GOV

RCB

Vendor

"�-m|-৵�v|-

!;Ѵ-1f;�rolb<7���ro7lbo|-lb�Ővh�l�Ѵo�-m;ő

AVISP

KGP

NCC

URE

GIODO

!;Ѵ-1f;�rolb<7�����!$-lb�Ővh�l�Ѵo�-m;ő

PSE CERT

Energa CERT

Termika CERT

PGE CERT

TURON CERT

PERN CERT

ME

AF

CERT-Com

TF-CSIRT

FIRST
PSE

Termika

PGE

Energa

PERN

TAURON

CERT-GOV

RCB

Vendor

"�-m|-৵�v|-

!;Ѵ-1f;�rolb<7���ro7lbo|-lb�Ővh�l�Ѵo�-m;ő

AVISP

KGP

NCC

URE

GIODO

!;Ѵ-1f;�rolb<7�����!$-lb�Ővh�l�Ѵo�-m;ő

PSE CERT

Energa CERT

Termika CERT

PGE CERT

TURON CERT

PERN CERT
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ƕĺƔ� �u�;0b;]ࣀ��b1�;ॉ����-uv|�b;�hol�mbh-1fb�l;7b-Ѵm;f
,7-u�;mb-����-uv|���hol�mbh-1fb�l;7b-Ѵm;f�ro71�-vࣀ��b1�;ॉ����ƐƕŊ��"�lb-j���-��-7-mb;�vru-�7�bࣀ�ru��]oŊ
|o�-mb;�7�b-jॕ���!�ou-��u�;1�mbhॕ��ru-vo��1_�ou]-mb�-1fbࣀ��b1�.1�1_�m-�hol�mbh-1f<���v�|�-1fb�mb;|�ro�;f�
Ѵ�0�|-hb;fķ�h|ॕu-�lo৵;�7oruo�-7�b�7ࣀo�hu���v�ĺ�)�|u-h1b;ࣀ��b1�;ॉ�ro7]u��-mb�7�b;mmbh-u�;�hol�mbho�-Ѵb�vb<�
��7�b-j-lb��!�|;Ѵ;=omb1�mb;ķ��-�rolo1.�ro1�|��;Ŋl-bѴķ�rѴ-�oul��blb|�f.1;f�hol�mbh-1f<���bm|;um;1b;Ĺ�Őv|uom��
����7-m�1_�Culķ�l;7b-�vroj;1�moঋ1bo�;őĺ�

�u]-mb�-1f-ࣀ��b1�;ॉ����-uv|�b;�hol�mbh-1fb�l;7b-Ѵm;f� b��j.1�;mb;�7o�mb1_�vj�৵0�ru-vo��1_�oh-�-j-�vb<�
0-u7�o�1;mm-ĺ��u-1;�]u�r��v�l�Ѵ�f.1;f�7�b-j-mb-�l;7bॕ���u;-Ѵmb-f.�v�|�-1f<ࣀ��b1�;0m.�b����b;u-f.�ru;vf<ķ�
v|�l�Ѵ�f.1ࣀ��b1�.1�1_�7o�7�b-j-mb-ĺ�


o|ĺ�ƕĹ�,;vrॕj�l;7b-Ѵmࣀ���b1�;ॉ����Ɛƕ
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Ѷ� ��0v;u�-1f;ķ��mbovhb�
b�u;hol;m7-1f;

�-�ro7v|-�b;�ru�;ruo�-7�om;f��ঋuॕ7�ou]-mb�-1fb�-mhb;|��;�-Ѵ�-1�fm;fࣀ��b1�;ॉķ�lo৵m-��7;1�7o�-mb;�
v|�b;u7�bࣀķ�৵;� bv|mb;f;�ro|u�;0-�ru�;ruo�-7�-mb-ࣀ��b1�;ॉ�v;h|ouo��1_ĺ��u]-mb�-1f;��]o7mb;���m-j�ķ�৵;�
�7�b-jࣀ����b1�;mb-1_����ƐƕŊ��"��rj�mb;�m-�ruo1;v��1�0;u0;�rb;1�;ॉv|�-���Culb;ķ�-�|-h৵;�7oruo�-7�b�7o�
�vru-�mb;mb-��vrॕjru-1��rolb<7���ro7lbo|-lb���v;h|ou-�;m;u];|�1�m;]o����-hu;vb;�1�0;u0;�rb;1�;ॉv|�-ĺ

�omb৵;f�ru�;7v|-�bom;��ov|-j��m-fbv|o|mb;fv�;�o0v;u�-1f;�b�u;hol;m7-1f;���mbh-f.1;ࣀ����b1�;ॉ����ƐƕŊ��"ķ�
-m-Ѵb�o�-m;���7�ॕ1_��-uv|�-1_ķ����-hu;vb;�o0vj�]b�bm1�7;m|ॕ�Ĺ

•� �ol�mbh-1fb��;�m<|u�m;fķ�ruo1;7�u-Ѵm;f�b�|;1_mb1�m;fķ
•� hol�mbh-1fb�l;7b-Ѵm;fķ���|�l���o0v�-u�;�or;u-1fb�bm=oul-1�fm�1_ĺ

ѶĺƐ� �!;hol;m7-1f;����-hu;vb;��-uv|���hol�mbh-1�fm;fķ�
ruo1;7�u-Ѵm;f�b�|;1_mb1�m;f

)�o7mb;vb;mb��7o��-uv|���hol�mbh-1�fm;fķ�ruo1;7�u-Ѵm;f� b�|;1_mb1�m;f����-hu;vb;�o0vj�]b� bm1�7;m|ॕ�ķ�
�-o0v;u�o�-mo�lĺbmĺĹ

•� �olb<7���mb;h|ॕu�lb�vrॕjh-lb�v;h|ou-�v.��-�-u|;�rouo��lb;mb-ķ�h|ॕu;�0-u7�o��vru-�mb-f.�hol�mbh-1f<�
b��vrॕjru-1<����-hu;vb;�o0vj�]b�bm1�7;m|ॕ�ĺ

•� )v��v|hb;�ou]-mb�-1f;���lb-u<�vru-�mb;���hu�j���-]uo৵;mb;�bm=;h1fb�l-Ѵ�-u;Ľ;l���vb;1b��;�m<|u�m;fĺ
•� ��<ঋࣀ�ou]-mb�-1fb���hou��v|-j-�hol�mbh-1f<�lo0bѴm.ķ�ro71�-v�-|-h��		o"�m-�v;u�;u��ro1�|o�;ķ�-0��
�-r;�mbࣀ��;�m<|u�m��ru�;rj���bm=oul-1fbĺ

•� ��<ঋࣀ�ou]-mb�-1fb�vhom|-h|o�-j-�vb<���(;m7ou;l���ruoঋ0.�o�vru-�7�;mb;�Ѵ-r|or-�|;1_mbh-ķ�f-h�uॕ�mb;৵�
-h|�-Ѵb�-1fb�v|;uo�mbh-�ru�;7�f;f��]u-mb;lķ�-�|-h৵;��-৵.7-j-�m-|�1_lb-v|o�;]o��-ru�;v|-mb-�ru-1�|;1_Ŋ
mbh-�ro�oঋ�b-71�;mb��(;m7ou-�o�bm=;h1fb�holr�|;u-�|;1_mbh-�b�ro|;m1f-Ѵmb;�|-h৵;�v�v|;lॕ��0b�m;vo��1_ĺ

�-� ro7v|-�b;� o0v;u�-1fb� ru�;0b;]�� ��b1�;ॉࣀ ���ƐƕŊ��"ķ� v=oul�jo�-mo� m-v|<r�f.1;� u;hol;m7-1f;ķ�
��m-v|<r�f.1�1_�o0v�-u-1_Ĺ

•� hol�mbh-1fb�b��vrॕjru-1���;�m.|u��vrॕj;h�v;h|ou-�;m;u];|�1�m;]oķ
•� �vrॕjru-1��rolb<7���vrॕjh-lb�v;h|ou-ķ
•� �vrॕjru-1��rolb<7���vrॕjh-lb�v;h|ou-�-�ro7lbo|-lb��;�m<|u�m�lbĺ
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ѶĺƐĺƐ� �!;hol;m7-1f;�7o|�1�.1;��vrॕjru-1���;�m.|u��vrॕj;h�v;h|ou-�
;m;u];|�1�m;]o

"=oul�jo�-mo�m-v|<r�f.1;�u;hol;m7-1f;���o7mb;vb;mb��7o�hol�mbh-1fb� b��vrॕjru-1���;�m.|u��vrॕj;h�
���-hu;vb;�1�0;u0;�rb;1�;ॉv|�-Ĺ

Ɛĺ� �_�b1�;mb-��vh-�-j�ķ�৵;���ru��r-7h��mb;h|ॕu�1_�vrॕj;h�v;h|ou-�homb;1�m-�f;v|�7-Ѵv�-�uo�0�7o�-�b1ݫ
v|u�h|�u�1�0;u0;�rb;1�;ॉv|�-ĺ

Ƒĺ� ��-��7uo৵om;��lb-m��ouࣀ-��ru�;ruo�-7�-m;�u;]�Ѵ-umb;ķ�৵;0��|;v|oࣀ��b1�;mb-�v;h|ouo�;�ro�bmm��0ݫ
vru-�7�-ࣀķ�1���1;Ѵ;�rov|-�bom;�roࣀ��b1�;mb-1_ķ��ov|-j��ovb.]mb<|;ĺ

ƒĺ� �7ro�b;7mbo�vhomC]�uo�-m;� b�ru�;|;v|o�-m;�|;1_mb1�m;�h-m-j��hol�mbh-1fb��;�m.|u��ou]-mb�-1fb�
l-f.��-v-7mb1����rj���m-�;=;h|��moঋࣀ�u;-h1fb�m-��7-u�;mb;ĺ�,�b<hv�;mb;�Ѵb1�0ࣀ���b1�;ॉ�ruॕ0m�1_ķ�|�r��
7u�Ŋu�mķ�ro71�-v�h|ॕu�1_�ou]-mb�-1f;�lo].�ru�;|;v|o�-1;|�ࣀ_mb1�m;�h-m-j��hol�mbh-1fbķ�hol�mbh-1f<�
-Ѵ-ulo�.ķ�7ov|<r�7o�ro1�|��ou-��roru-�moঋࣀ�homC]�u-1fb�v�ob1_�v�v|;lॕ��Őo7moঋmb;�o0vj�]b�bmf;1|ॕ�őķ�
lo৵;��vru-�mbࣀ�ru�;ruo�-7�;mb;ࣀ��b1�;ॉĺ�

Ɠĺ� )-৵m;� f;v|� 7oru-1o�-mb;��;�m<|u�m�1_�ruo1;7�u� u;-h1fb� m-� bm1�7;m|��o7� v|uom�� hol�mbh-1�fm;fĺ�
&v|u�h|�u��o�-m;�vrovo0��hol�mbh-1fbķ�v�-0Ѵom��7o|�1�.1;�-Ѵ;u|ॕ��b�ro�b-7-lb-mb-ķ�h-u|��bm1�7;m|ॕ��
v.�mb;�0<7m;�7o�;=;h|��m;f�o0vj�]b�bm1�7;m|ॕ�ĺ

Ɣĺ� )-৵m;�f;v|���]o7mb;mb;� b��-r;�mb;mb;�7o7-|ho��1_�ŋ�-Ѵ|;um-|��m�1_�h-m-jॕ����lb-m��bm=oul-1fb�
��ou]-mb�-1fb�m-���r-7;h�-|-hॕ��		o"�m-��vj�]b�bm|;um;|o�;�b�"�$�ĺ��ol�mbh-1f-�lo0bѴm-�lo৵;�0ࣀ��
�-৵m�l�;Ѵ;l;m|;l��vr-u1b-�hol�mbh-1fb���ru��r-7h��v�|�-1fb�hu���vo�;fĺ

ѵĺ� �u]-mb�-1f;�ro�bmm��7oru-1o�-ࣀ�ro7;fঋ1b;�7o�lomb|ouo�-mb-�bm=oul-1fb�o�mo��1_��-]uo৵;mb-1_ķ�rof-Ŋ
�b-f.1�1_�vb<���l;7b-1_�vroj;1�moঋ1bo��1_ĺ��o৵;�0ࣀ��|o�uo0bom;�mb;�-Ѵ;৵mb;�m-�ro�bolb;�h-৵7;f�ou]-Ŋ
mb�-1fb���ovo0m-�Ѵ�0�o77;Ѵ;]o�-m;�7o�f;7m;f���0u-m;f�ou]-mb�-1fbķ�h|ॕu;f�uoѴ.�0�jo0����v��hb�-mb;�bm=ouŊ
l-1fb�o��-7-m�1_�|�r-1_��-]uo৵;ॉĺ�	o7-|ho�o�7o0u.�ru-h|�h.�7Ѵ-�7�b-jॕ��|;1_mb1�m�1_�f;v|�hou��v|-mb;�
��=ouॕ����lb-m��bm=oul-1fb�o��-]uo৵;mb-1_ķ�mrĺ�
�!"$ķ�����$ķ��0�v;�
ou�lĺ

ƕĺ� �v|mb;f;�ro|u�;0-���;u�Cho�-mb-��;�m<|u�m�1_�u;]�Ѵ-1fb�ou-��ro7f<1b;�7�b-j-ॉ���b.�-m�1_���7oru-1oŊ
�-mb;l�ruo1;7�u�m-���r-7;h���v|.rb;mb-�ruॕ0����l�v�;mb-�oh�r�ĺ�

Ѷĺ� 	��v|uomm��hom|-h|�rolb<7���7�b-j;l�|;1_mb1�m�l�b�7�b-j;l��!�f;v|�homb;1�m����1;Ѵ���v|-Ѵ;mb-�rov|<Ŋ
ro�-mb-����-hu;vb;�bm=oulo�-mb-�o�bm1�7;m1b;�orbmbb�r�0Ѵb1�m;f�b�hѴb;m|ॕ�ĺ��om-7|oķ�uoѴ-�7�b-jॕ���!�mb;�
ro�bmm-�o]u-mb1�-ࣀ�vb<�|�Ѵho�7o�o0vj�]b�hu���vॕ��l;7b-Ѵm�1_�b�hol�mbh-1fb�m-��;�m.|u�ĺ�)�ru��r-7h��
mb;h|ॕu�1_�bm1�7;m|ॕ��0;�rb;1�;ॉv|�-�7�b-j��!ķ�ro�-�o1_uom.�l-uhb� b�70-joঋ1b.�o��b�;u�m;h�lo৵;�
ru��1��mbࣀ�vb<�7o�Ѵ;rv�;f�o0vj�]b� bm1�7;m|ॕ�ķ� f;v�1�;��-mbl�hu���v�l;7b-Ѵm��ro�v|-mb;ķ�ru�;h-��f.1�
m-rj��-f.1;�bm=oul-1f;���o|o1�;mb-�ou-��ruo�-7�.1�7�b-j-mb-�l;7b-Ѵm;�ro����vh-mb��bm=oul-1fbķ�1o�7o�
ro৵.7-m�1_�hb;u�mhॕ��b�1;Ѵॕ��ruo�-7�;mb-�hol�mbh-1fbĺ
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Ɩĺ� �om|-h|�7�b-jॕ��0;�rb;1�;ॉv|�-���7�b-j;l�ru-�m�l�f;v|�mb;�0<7m����ru��r-7h��mb;h|ॕu�1_�bm1�7;m|ॕ�ķ�
��1;Ѵ���v|-Ѵ;mb-ķ�f-hb;�homv;h�;m1f;�ru-�m;�lo].���mbhm.ࣀ�mrĺ���ru��r-7h���r�0Ѵb1�mb;mb-�ohu;ঋѴom�1_�
7-m�1_�ou-��ro7;flo�-mb-�ru�;��Cul<��j-ঋ1b��1_�7;1��fbĺ��v|o|m;�f;v|���]o7mb;mb;�o7ro�b;7�b-Ѵmoঋ1b��-�
hol�mbh-1f<���bmv|�|�1f-lb��;�m<|u�m�lb�Őmrĺ�roѴb1f-ķ�ruoh�u-|�u-őķ�]7�b;�mb;�0<7m-�f;v|��b;7�-�ru-�m-�
b�ruo1;vo�-ķ�h|ॕu;f�7�b-j��|;1_mb1�m;�lo].�rovb-7-ࣀĺ

ƐƏĺ����o�bmm���ov|-�7ࣀoru-1o�-m;�u;]�Ѵ-1f;ķ�h|ॕu;�ro��oѴ.�m-�vhuॕ1;mb;�=oul-Ѵm;f�ঋ1b;৵hb�7;1���fm;fķ���v�|�Ŋ
-1f-1_�hu���vo��1_�7o|�1�.1�1_�1�0;u0;�rb;1�;ॉv|�-ĺ

ƐƐĺ���)�ru��r-7h-1_ķ�]7��-h|�-Ѵb�-1f-�oruo]u-lo�-mb-�v|;uo�mbhॕ����l-]-�o0;1moঋ1b��;�m<|u�m;]o�|;1_Ŋ
mbh-ķ�homb;1�m;�f;v|��-70-mb;�o�|;1_mb1�m;�b�C��1�m;�0;�rb;1�;ॉv|�o��mov�om;]o�7o�ou]-mb�-1fb�vru�<|�ĺ

ƐƑĺ��"rॕjhb�v;h|ou-�ro�bmm��ou]-mb�o�-ࣀ��j-vm;�Ѵ-0ou-|oub-�0-7-mb-�-�|ol-|�hb�ru�;l�vjo�;fĺ

Ɛƒĺ���,-Ѵ;1-�vb<�m-�b.�-mb;�0Ѵb৵v��1_�u;Ѵ-1fb�rolb<7���7�b-j-lb��|u��l-mb-�vb;1b�ru�;v�jo�;f�-�7�b-j-lb�0;�Ŋ
rb;1�;ॉv|�-��$ķ���1;Ѵ���u�1_olb;mb-��vrॕѴm�1_�ঋuo7hॕ����|u�0b;�hu���vo��lĺ

ѶĺƐĺƑ� �!;hol;m7-1f;�7o|�1�.1;��vrॕjru-1����u-l-1_�roѴvhb;]o�
v;h|ou-�;m;u];|�1�m;]o

	o�m-f�-৵mb;fv��1_�u;hol;m7-1fbķ���mbh-f.1�1_���ru�;ruo�-7�om�1_ࣀ��b1�;ॉ����ƐƕŊ��"ķ�m-Ѵ;৵���-Ѵb1ࣀ���
ru�;7;��v��v|hbl�rov|�Ѵ-|���vrॕjru-1��rolb<7���vrॕjh-lb�v;h|ou-�;m;u];|�1�m;]o����-hu;vb;�1�0;u-
0;�rb;1�;ॉv|�-ĺ�)�|�l��-hu;vb;�v=oul�jo�-mo�m-v|<r�f.1;�u;hol;m7-1f;Ĺ

Ɛĺ� &|�ou�;mb;�=oul-Ѵm;f�]u�r�ķ��u�;v�-f.1;f�roѴvhb;�vrॕjhb�v;h|ou-�;m;u];|�1�m;]oĺ�

)vrॕѴm-�rѴ-�oul-�ou]-mb�-1�fm-�lo]j-0���vru-�mbࣀ��vrॕjru-1<����-hu;vb;�1�0;u0;�rb;1�;ॉv|�-���v;hŊ
|ou�;ķ�-�|-h৵;�u;ru;�;m|o�-ࣀ�v;h|ou�m-��;�m.|u�ķ���hom|-h|-1_���-7lbmbv|u-1f.�u�.7o�.�ou-���;m7ou-lbĺ�
��jomhov|�o���|-hb;f�ou]-mb�-1fb�0�jo0��7o0uo�oѴm;ķ�-Ѵ;��b.�-jo0��vb<��;�vr;jmb;mb;l�v�;u;]��=oul-Ѵm�1_�
��l-]-ॉ�ru�;7;��v��v|hbl�7o|�1�.1�1_�7ofu�-joঋ1b��;vrojॕ���-fl�f.1�1_�vb<�o0vj�].�bm1�7;m|ॕ��0;�rb;Ŋ
1�;ॉv|�-ĺ�)�u-l-1_�|-hb;f�]u�r�ķ�bv|o|m;�0�jo0��ro7f<1b;���v�1�;]ॕѴmoঋ1b�m-v|<r�f.1�1_�7�b-j-ॉĹ

•� �u]-mb�o�-mb;�u;]�Ѵ-um�1_�vro|h-ॉ�ru�;7v|-�b1b;Ѵb��;vrojॕ��u;-]�f.1�1_�b�7�b-jॕ��0;�rb;1�;ॉv|�-��$�
rov�1�;]ॕѴm�1_�vrॕj;hĺ�"ro|h-mb-�lb-j�0��m-�1;Ѵ�Ĺ

•� m-�b.�-mb;�0;�roঋu;7mb1_�hom|-h|ॕ��b�u;Ѵ-1fb�rolb<7���ovo0-lb�o7ro�b;7�b-Ѵm�lb��-�1�0;u0;�rb;Ŋ
1�;ॉv|�oķ

•� 7�b;Ѵ;mb;�vb<�bm=oul-1f-lb�7o|�1�.1�lb�lb<7���bmm�lbĸ
ŋ� ��v|<r�f.1�1_�ruo0Ѵ;lॕ��0;�rb;1�;ॉv|�-���o0v�-u�;���$�b���"ķ

ŋ� orbmbb�o���hom-�1-1_�b�ruo7�h|-1_�0;�rb;1�;ॉv|�-ķ�

ŋ� v�hoѴ;ॉ�b�1;u|�Ch-1fbķ�

ŋ� o1;m���;m7ouॕ��b�bm|;]u-|ouॕ�ķ

ŋ� -�7�|ॕ��0;�rb;1�;ॉv|�-ĺ
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•� ol-�b-mb;�ŁrѴ-m��uo��of��b��vrॕjru-1��v;h|ou-�;m;u];|�1�m;]o����-hu;vb;�1�0;u0;�rb;1�;ॉv|�-Ŀķ
•� ro7;flo�-mb;��vrॕѴm�1_�7�b-j-ॉķ�৵;0���-1b;ঋmbࣀ�b��vru-�mbࣀ��vrॕjru-1<��;�m.|u��v;h|ou-ĺ

•� &vru-�mb;mb;�u;Ѵ-1fb����;m7ou-lbĺ�)vrॕѴm;�7�b-j-mb;��v��v|hb1_�vrॕj;h�lo]jo0��roru-�bࣀ�u;Ѵ-1f;����;mŊ
7ou-lbķ����-hu;vb;�hol�mbho�-mb-ķ� Ѵo00o�-mb-��-�ohu;ঋѴom�lb� uo��b.�-mb-lb�0;�rb;1�;ॉv|�-�ou-��
�vrॕjru-1����mblb���|�l�o0v�-u�;ĺ

Ƒĺ� &|�ou�;mb;� |;1_mb1�m;f� rѴ-�oul�� ��lb-m�� bm=oul-1fb� Ő
ou�l� �;�rb;1�;ॉv|�-ő� 7Ѵ-� ro7lbo|ॕ��
��v;h|ou-�;m;u];|�1�m;]oĺ�

��b1�;mb-�roh-�-j�ķ�৵;�bv|mb;f;�ro|u�;0-��u;]�Ѵo�-mb-���v;h|ou�;�;m;u];|�1�m�lķ�hol�mbh-1fb�7o|�1�.1;fݫ
bm1�7;m|ॕ�ķ���ru-1o�-mb-��vrॕѴm�1_�7Ѵ-�v;h|ou-�v|-m7-u7ॕ��hol�mbh-1fbķ�v�v|;l��ro�b-7-lb-mb-�ou-��
vrovo0ॕ��7�b;Ѵ;mb-�vb<��b;7�.�m|ĺ��-]uo৵;ॉ�1�0;u0;�rb;1�;ॉv|�-ĺ

•� �u]-mb�-1f;�ro�bmm����]o7mb�0ࣀ;�rb;1�m��h-m-j���lb-m��bm=oul-1fb�o��-]uo৵;mb-1_�ou-����]o7mbࣀ�vroŊ
vॕ0�r�0Ѵbho�-mb-�b�uo7�-f;�r�0Ѵbho�-m�1_���mbl�bm=oul-1fbĺ��m=oul-1f;�ru�;h-���-m;�|-hbl�h-m-j;l�
ro�bmm��ro7Ѵ;]-��1ࣀ�;ঋmb;fv�;f�ro0b;৵m;f��;u�Ch-1fb�ou-��lb;ࣀ�ru��rbv-m;�v|ovo�m;�ro�bol��bv|o|moঋ1bĺ

•� )�u-l-1_�v;h|ou-ķ�ro�bmb;m�ro�v|-ࣀ��u;]�Ѵo�-m��v�v|;l���lb-m��bm=oul-1fb�7o|�1�.1;f�o0vj�]b�bm1�Ŋ
7;m|ॕ�ķ���or-u1b��o��vrॕѴm��7Ѵ-�v;h|ou-�h-|-Ѵo]�bm1�7;m|ॕ�ĺ�,moul-Ѵb�o�-m;�ro7;fঋ1b;�7o�hѴ-v�Ch-1fb�
bm1�7;m|ॕ��lo৵;�0ࣀ���ru-�7�b;��|u�7mbom;�����-]b�m-�uॕ৵m.�vr;1�Ch<�ou]-mb�-1fbķ�mrĺ���mbh-f.1.�
��uॕ৵m�1_�uo7�-fॕ��hѴb;m|ॕ��b�vrovo0��hol�mbh-1fb���mblbĺ�	Ѵ-|;]oķ�v�-0Ѵom�bm1�7;m|��ro�bmb;m��-�b;Ŋ
u-ࣀ�Ł1�<ঋࣀ��vrॕѴm.Ŀķ�h|ॕu-��lo৵Ѵb�b�v|-|�v|�1�m;�u-rou|o�-mb;ķ�7-f.1;�o0u-����v|<ro�-mb-��-]uo৵;ॉ�
��v;h|ou�;ĺ

•� ";h|ou�ro|u�;0�f;��vru-�mb;ॉ����-hu;vb;�hol�mbh-1fb���o0v�-u�;�1�0;u0;�rb;1�;ॉv|�-ķ���j-v�1�-�7o�
ru�;h-���-mb-� bm=oul-1fb���|u�0b;�hu���vo��lĺ�)-u|o�uo��-৵ࣀ�����r;jmb;mb;�ঋuo7hॕ��|;1_mb1�m�1_�
��lb-m��bm=oul-1fb�o�0;�rb;1�m��h-m-j�hol�mbh-1fb�|�r��1_-|�ou-��7o7-mb;�7o��;�m<|u�m�1_�ruo1;7�u�
ou]-mb�-1fb��vj�]b�|;Ѵ;=omb1�m;fķ�7�b-j-f.1;f�ƑƓ_ņ7o0<ĸ�m�l;u�|;Ѵ;=omb1�m�ķ�7o�h|ॕu;]o�lo]j�0��lb;ࣀ�
7ov|<r��v��v|hb;�ou]-mb�-1f;ĺ

•� ";h|ou�ro|u�;0�f;��vrॕѴm;f� Ł�-lhmb<|;fĿ� rѴ-�oul����lb-m�� bm=oul-1fb� o� �-]uo৵;mb-1_� |�r����"�3�
Ő-m]ĺ��-Ѵ�-u;��m=oul-ঞom�"_-ubm]��Ѵ-�oul�ş�$_u;-|�"_-ubm]őĺ�)�u-l-1_�rѴ-�oul��lo]j�0��0ࣀ����lb;Ŋ
mb-m;��vh-৳mbhb�holruolb|-1fb�Ő|��ĺ��o��ŋ��m7b1-|ouv�o=��olruolbv;őĺ

ƒ� �_�rvĹņņ���ĺlbvrŊruof;1|ĺou]
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ƒĺ� �ru-1o�-mb;�=oul-Ѵm;]o�7oh�l;m|�ķ�u;]�Ѵ�f.1;]o��vrॕjru-1<���u-l-1_�v;h|ou-�;m;u];|�1�m;]o�
���-hu;vb;�1�0;u0;�rb;1�;ॉv|�-ĺ�

&u;]�Ѵo�-mb;��vrॕjru-1��b�roѴb|�hb���lb-m��bm=oul-1fb����-hu;vb;�1�0;u0;�rb;1�;ॉv|�-���v;h|ou�;�ro�bmmo�
���u;-Ѵb�o�-m;���or-u1b��o�=oul-Ѵm;�rouo��lb;mb-�b��lo���0bѴ-|;u-Ѵm;ĺ�$-hb�=oul-Ѵm��7oh�l;m|�ro�bmb;mࣀ�0
o0;flo�-ࣀ�u;]�Ѵ-1f;�7o|�1�.1;�lĺbmĺ�

•� ��lb-m��bm=oul-1fbķ
•� ��lb-m��7oঋ�b-71�;mb-�or;u-1�fm;]oķ
•� �vr-u1b-�ruo1;v����hu��-mb-�b�u;-]o�-mb-�m-�bm1�7;m|�ķ
•� �-vbѴ-mb-��b;7�.ņ�vh-৳mbh-lb�v�v|;lॕ��0;�rb;1�;ॉv|�-ĺ

ѶĺƐĺƒ� �!;hol;m7-1f;�7o|�1�.1;��vrॕjru-1��roѴvhb;]o�v;h|ou-�
;m;u];|�1�m;]o���ro7lbo|-lb��;�m<|u�m�lb

)��-hu;vb;��vrॕjru-1���;�m<|u�m;f�v;h|ou-ķ�v=oul�jo�-mo�m-v|<r�f.1;�u;hol;m7-1f;Ĺ

Ɛĺ� ,-r;�mb;mb;�7��v|uomm;f���lb-m��bm=oul-1fb����-hu;vb;�bm1�7;m|ॕ��1�0;u0;�rb;1�;ॉv|�-�rolb<7���
vrॕjh-lb�v;h|ou-�-�ro7lbo|-lb�-7lbmbv|u-1fb�u�.7o�;f4. 

)�1;Ѵ���vru-�mb;mb-���lb-m��bm=oul-1fb�m-�|;l-|�bm1�7;m|ॕ����ro7lbo|-lb�-7lbmbv|u-1fb�u�.7o�;fķ��-Ѵ;1-�
vb<��-�-u1b;�vr;1f-Ѵm�1_�rouo��lb;ॉ�rolb<7���vrॕjh-lb�-�o7ro�b;7mblb�ro7lbo|-lbķ�|-hblb�f-hĹ�!�.7o�;�
�;m|u�l��;�rb;1�;ॉv|�-ķ��];m1f-��;�rb;1�;ॉv|�-�);�m<|u�m;]o�1���7�b-j-f.1;���u-l-1_���"��ŋ��-uoŊ
7o�;��;m|u�l���0;u0;�rb;1�;ॉv|�-ĺ�)-৵m;�f;v|��v|-Ѵ;mb;�vrovo0��u;Ѵ-1fb�����ĺ�ro7lbo|-lbķ�h|ॕu;�0<7.�
lb-j��ru-h|�1�m;�homv;h�;m1f;���u;-Ѵm;f�hol�mbh-1fb�b���lb-mb;�bm=oul-1fb�b��-hu;vb;�rolo1��b��vr-u1b-ķ�
f-hb;�v;h|ou�;m;u];|�1�m�����vh-�o7�|�1_�ou]-mb�-1fbĺ

Ƒĺ� ";h|ou�ro|u�;0�f;�vru;1��o�-m�1_��v|-Ѵ;ॉ�1o�7o�vrovo0��u-rou|o�-mb-�bm1�7;m|ॕ��7o�ro7lbo|ॕ��
-7lbmbv|u-1fb�u�.7o�;fĺ

)�|�l��-hu;vb;�homb;1�m;� f;v|�7oru;1��o�-mb;�r;jmbom�1_�=�mh1fb�ro7lbo|ॕ��-7lbmbv|u-1fb�r�0Ѵb1�m;f�
���-hu;vb;��]j-v�-mb-�bm1�7;m|ॕ��7o|�1�.1�1_�mrĺ�v�|�-1fb���l�v�-mb-�oh�r��ru�;��v�-m|-৵�v|<ĺ��b;�ro�bmmo�
|o�f;7m-h�vro1���-ࣀ���j.1�mb;�m-�Cul-1_ķ�-�o70ࣀ��vb<�ru���r;jm;f��vrॕjru-1����o7ro�b;7mblb�bmv|�|�1f-lb�
r-ॉv|�o��lbķ�h|ॕu;�ro�bmm��7-ࣀ�o7ro�b;7mb;���|�1�m;�ro7lbo|ol���v;h|ou-�bm=u-v|u�h|�u��hu�|�1�m;fĺ�
";h|ou�o1�;h�f;ķ�৵;���lb-m-�bm=oul-1fb�0<7�b;�7��v|uomm-ĺ
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